Oracle Cloud Security Design for Enterprise

Zero Trust-Security of the cloud, on the cloud, and across clouds
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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver
any material, code, or functionality, and should not be relied upon in making purchasing decisions.
The development, release, timing, and pricing of any features or functionality described for
Oracle’s products may change and remains at the sole discretion of Oracle Corporation.
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Oracle Cloud Infrastructure -
The place for your most critical workloads

Architected with security first

« Secure by design

« Automated, always-on security controls
* Deep expertise in global data protection
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OCI provides full stack protection for Zero Trust Security

Automated

Always-on

P Architected-in
A6
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A tale of two clouds

Better protection through isolated network virtualization

15t Generation Clouds:
Most prevalent today
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2nd Generation Cloud:
Oracle Cloud Infrastructure wide

Container (Optional)
Hypervisor

Separates
Network and
Tenant
Environment

Isolated Network
Virtualization

To / from other
tenants




1st Generation Cloud
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Isolation: threat containment and reduced risk

Oracle 24 Generation Cloud
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Multiple layers of defense in depth

Data
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* Role-Based Policy

» Compartments & Tagging
¢ Instance Principals
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Advanced control: Defense in-depth and breadth
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Detection

vFirewalls — access control in/out
Distributed Denial of Service (DDoS) — network layer attack protection

Web Application firewall (WAF) — application layer attack protection

Cloud Access Security Broker (CASB) - visibility, compliance, control drift alerting

Virtual Private Network (VPN) — protection/encryption in transit over Internet & private links
Domain Name Service (DNS) - managed DNS from Oracle for OCI customers

Identity & Access Management (IAM) - control who can access and manage OCl resources
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Key service to protect your environment
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Cloud Guard

Pervasive watch and kill

= (Cloud Guard constantly watches and collects data Cloud Guard
from Audit, Data Safe, OS Management, Logging,
and Network Flow Logs services. q
» Gen 1clouds don't offer a unified system to collect
data from all services.
= (Cloud Guard analyzes data, and detects threats and
misconfigurations. It can alert you, and better yet, Hunt & Detect
it can kill threats with no human intervention. @
« Gen 1clouds are only reactive and alert you. You're left il Treats
with the hard, slow, and manual task of killing the threat '@'

yourself.
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Oracle Cloud Guard
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Where does Cloud Guard help?

Yes, you can monitor and detect issues
across global OCl tenancy of compartments
and resources.

Can | get a view of my security
posture globally?

Cloud Guard can be applied to your root
compartment and inherit every child
compartment and resource.

How do | identify problems for my
newly created resources?

Cloud Guard has OOTB and customizable
configurations to address many common
security concerns.

Do | need to create or manage my
own security policies?

Cloud Guard is part of OCl and allows
integrates with Events, Notifications, and
Functions to provide robust extensibility.

How do | integrate with external
SIEM based tools?
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Scenario: Public Bucket
i

‘a.‘.E OCI Notifications

OCI Events -
Rule “Bucket is public” is triggered and -0 Responder makes
Problem is created Is “Cloud Event” enabled? Yes @00 the bucket
(Severity: CRITICAL) OCl Functions visibility Private
Configuration Responder

Detector Recipe Responder

oo )\ | o &

C—
T N A
Problem s “Make bucket private” Cloud Guard
“Bucket is public” enabled? Yes Operator
(Severity: CRITICAL) Remediate the

problem? Yes

CRITICAL RISK

Bucket Bucket

User makes bucket Bucket is Private
visibility Public
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Maximum security zones
Maximum security can be easy and always on

18

Oracle Maximum Security Zone is a zone within
your environment where security is not a choice.
It's always on.

Resources launched in this zone will be on
dedicated infrastructure with the highest levels of
data encryption and network security.

Gen 1 clouds offer a long list of security tools that
are extremely complex to set up, and very easy to
screw up.
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Security Zones » Recipes » Recipe Details

Security Zones - Maximum Security

This Recipe is Oracle managed and its polices cannot be modified

= ORACLE Cloud Search for resources, services, and documentation US Dev West (Seattle) v Q @ = @ 0

Maximum Security Zone 2020Q3

Security Zones Security Zones ¥
Security Zones automatically enforce security standards and best practices on resources in selected compartments. Users cannot create or update a resource in a security Details
. zone if the action violates a security zone policy. Learn More
Overview
Recipes Create Security Zone OCID: ...I3ip7pimlq Show Copy.
Name Status Recipe Created
DockerizeCanary, ® Active Maximum Security Zone 2020Q3 Fri, Jul 24, 2020, 22:32:33 UTC S
Policies
Igor-SZ-in-root @ Active Maximum Security Zone 2020Q3 Sun, Jul 26, 2020, 19:16:25 UTC
MSZ Comp @ Active Maximum Security Zone 2020Q3 Thu, Jun 4, 2020, 17:21:55 UTC Policy Statement
MSZ demo comp @ Active Maximum Security Zone 2020Q3 Wed, Jun 3, 2020, 23:38:31 UTC DENY PUBLIC_SUBNETS

DENY PUBLIC_BUCKETS

DENY DB_INSTANCE_PUBLIC_ACCESS

DENY BLOCK_\MOLUME_WITHOUT_KMS_KEY

DENY BUCKETS_WITHOUT_KMS_KEY

DENY MSZ_VOLUME_ATTACH_TO_NON-MSZ_INSTANCE
DENY NON-MSZ_VOLUME_ATTACH_TO_MSZ_INSTANCE
DENY DB_INSTANCE_WITHOUT_BACKUP

DENY RESOURCE MOVEMENT FROM MSZ TO NON-MSZ
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OCI compliance: Current audit programs
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Shared responsibility and how we differ

Application Compliance
Application Data Security
Identity Access Security
VCN Security
DBaaS Security

Storage Security Customer controlled and

Compute Security Oracle supported

Infrastructure Compliance
Data Security
Operator Access Security
Console and API Security

Control Plane Host Security

Server Hardware Security

Oracle Network Security

Controlled Data Center Security
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ZTS is a product or a checkbox!
It is a multi-phased approach that

takes time, effort, and investment to
adopt.

OCI can accelerate your ZTS journey!
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Network-centric

Summary

« OCl has security from
the ground up using security-first
design principles

« OCl provides security to \

help secure our customer’s data

» QOracle is taking more responsibility for
security through services

and embedded expertise _ | _ _
Services-centric |dentity-centric
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https://www.oracle.com/security/what-is-zero-trust/
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