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https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
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"By 2022, over 90% of enterprises worldwide will be relying on a mix of on-
premises/dedicated private clouds, multiple public clouds, and legacy
platforms to meet their infrastructure needs."

— International Data Corporation (IDC)
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https://www.idc.com/getdoc.jsp?containerId=prMETA46165020
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Visibility Compliance

Data Security

Control Governance
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Visibility Compliance
Control Governance
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DatabaselZE ARV RIEFLE

No single thing makes a database secure.

Securing a database is like securing your house — you
need doors, locks on the windows, an alarm system, etc.
Just locking the door does no good if the window is open

Securing an Oracle Database requires a combination of
several “controls” working together to reduce risk

Only Oracle addresses every single one of these
required control areas.
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Data Masking

Secure Conflguratlon

Audltlng
Authorlzatlon




Data Redaction (Part of Advanced Security Option)

Authorized
Display
Redacted (Q\
Display P Applications

4012-8888-8888-1881

l 4012-8888-8888-1881
5454-5454-5454-545
5111-1M-111-1118

XXXX-XXXX-XXKXX-1881

* Dynamic masking of application data based upon user name, IP, application
context, and other session factors

» Library of redaction policies and point-and-click policy definition

* No impact on operational activities
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Encrypt your Database & protect the keys
« Transparent Data Encryption (part of Advanced Security)

» Oracle Key Vault for key storage and distribution

g

Disks
Clear Data =
Encrypted Network Connection e e s Backups
HSKQIT2 Al4
== b 4 FASqw 34h£$1 o
< HOM o DF@ £!ah HH! &= Exports
(TLS or Native Encryption) TABLESPACE DA P
Applications — g7 B Off-Site Facilities

@ E Q Encrypted
- Data

Software Key

Keystore Vaylt °

Worthless as a defense against ransomware : Storage level encryption, file system encryption
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Control access to data using Oracle Database Vault

2 B AUPHE /5% - Database Vault [R il

Advanced Access Control

» Separation of duty

— User administration

— Database administration

— Data administration

— Fine-grained down to command / object level
» Context-aware authorization policies

— Enforce a Trusted Path to Application Data

— Rules based on IP address, operating
system user, LDAP attributes, program,
even time of day

15 Copyright © 2021, Oracle and/or its affiliates. All rights reserved.
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& F £0n-Premise & Cloud_tEHYOracle Database Security

Gartner, Forrester, KuppingerCole, agree that
Oracle Database has the most advanced @
security controls in the market

Customers might have databases on-premises,
in the cloud, or in both places

Moving to the Cloud can be part of the journey
or might happen to support specific use cases

Some customers risk profile/organization :
might want more control over their On-Premises
deployments or more automation

16 Copyright © 2021, Oracle and/or its affiliates. All rights reserved.



Data Security
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Safeguard Your Data With Data Safe

Unified database security control center Data Safe
 Risk dashboard: configuration, data, users

« Monitor user activity @ @ @
 Discover sensitive data and mask it for test/dev O

 Extensible: more features to come... posess  Users  Audit Discover  Mase
Benefits

* No special expertise needed: click-and-secure

 Saves time and mitigates security risks

» Defense-in-depth security for all customers
On-premises support
* Oracle database workloads including DB SE

|

Oracle Databases
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Data Safe Main Components

Assess Users Audit Discover Mask

Data safe comprises five components in a single integrated service
and delivers this to any Oracle Database user

Security User Activity Data Data
Assessment Assessment Auditing Discovery Masking

19 Copyright © 2021, Oracle and/or its affiliates. All rights reserved.




Data Safe : Visibility and Control

ORACLE Cloud Services

& Data Safe

Home Targets Library Reports Alerts

Security Assessment

User Assessment

Events

All Activity
50
Data Discovery =0
L 4D
Y
Data Masking )
10
0
Activity Auditing B 2
Apr2018
User Assessment
56
Users

Feature Usage

Security Azzaz

User Asszs:

Activity Auditing

Admin Activity

=0
47
B
20
10

Q

Security Assessment

Jobs Summary
Security Aszzzzment

Usar Aszassment
Data Discovery

Dats Masking
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Data Safe : Visibility and Control
User Assessment

Reduce user risk by managing privileges and authentications and identifying risky

behavior
- Identify over-privileged risky users o
« Static profile: type of user, 2 ’ rom i I ) -
password policies ) ) =D || e
» Dynamic profile: last login, audit data
i:?is ]
- o
e °
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Visibility Compliance

Data Security

Control Governance
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Let DBSAT help assess your security profile

Understand how (in)secure is your database

 Database securely configured Database
: .. : Securely
* |dentify privileged users and risks you carry Configured?

 Discover your sensitive data for regulations
Actionable Reports

* Summary and detailed reports

* Prioritized recommendations

 CIS, STIG, GDPR findings
Analyze Oracle Database 11g and later
Stand-alone tool: Quick, Easy Users?
FREE to current Oracle customers Entitlements?




Download DBSAT

https://www.oracle.com/database/technologies/security/dbsat.html

& C ® ‘ (O Whttps://www.oracle.com/database/technologies/security/dbsat.html B - © % ‘ n @0 ® =

£ Most Visited @ Getting Started [@] Oracle Exadata #3Z... [@] Oracle Exadata 37... [@] Oracle Exadata ¥32... [8] Oracle Exadata #3Z... [&] Oracle Exadata F3Z...

Oracle Database Security Assessment Tool

With data breaches growing every day along with the evolving set of data protection and privacy regulations, protecting business sensitive and regulated data is
mission critical. However, knowing whether the database is securely configured, who can access it, and where sensitive personal data resides is a challenge for

most organizations. As part of Oracle’s defense in depth capabilities, the Oracle Database Security Assessment Tool (DBSAT) helps identify areas where your
database configuration, operation, or implementation introduces risks and recommends changes and controls to mitigate those risks.

Download DBSAT

What's New in DBSAT

DATA SHEET

24 Copyright © 2021, Oracle and/or its affiliates



Using the Collector and Reporter

$ dbsat collect <database_connect_string>
<output_file>

$./dbsat collect system output_ORCL

S ~— SOt —»] B | - @—-{ nusnm:pum |

1 g, 13, T, 19, 21c
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Reports

Summary Patch Check
Section Pass Evaluate | Advisory Low Medium High Total JIROLHIRGH] SlllE
Risk Risk Risk Findings Status High Risk
Basic Information 0 0 0 0 0 ! 1 Summary Latest comprehensive patch not found.
User Accounts 7 1 2 2 1 0 13 Details Latest comprehensive patch: Jul @6 2020 (451 days ago)
Privileges and Roles 4 17 1 0 0 0 22 X
Binary Patch Inventory:
Authorization Control 0 0 2 0 0 0 2 Patch ID (Comprehensive): 23688465 (created July 202@)
Fine-Grained Access Control 0 0 5 0 0 0 5 SQL Patch History:
Action time: Sun Mar 21 2021 18:01:37
Auditing, 0 7 6 0 0 0 13 Action: APPLY
o Version: 19.1.0.8.8@
Encryption 0 2 1 0 0 0 3 Description: OJVM RELEASE UPDATE: 19.8.0.0.200714 (31219897)
Database Configuration 8 3 0 1 0 1 13 . .
Action time: Sun Mar 21 2021 18:01:37
Network Configuration 1 1 2 0 1 0 5 Action: APPLY
Version: 19.8.0.@.8@
Operating_System 1 2 0 1 1 0 5 Description: Database Release Update : 19.8.0.0.200714 (31281355)
Total 21 33 19 4 3 2 Inactive Users
Client Nodes
USER_INACTIVE STIG
NET.CLIENTS
. ) Status Low Risk
Status Medium Risk
Summary Found 4 user accounts that would remain open even if inactive. Found 3 unlocked users inactive
Summary Valid node check is not enabled, can accept connections from any client. Neitt for more than 30 days.
TCP.INVITED_NODES nor TCP.EXCLUDED_NODES s set. Details Users with unlimited INACTIVE_ACCOUNT_TIME: RAY, SYSTEM, T1, TEST1
Details TCP.VALIDNODE_CHECKING is not set (default value = NO). Recommended v Inactive users: RAY, T1, TEST1
is VES. X Remarks If a user account is no longer in use, it increases the attack surface of the system unnecessarily
TCP.INVITED_NODES 1is not set. . . : : ) :
TCP.EXCLUDED NODES is not set. while providing no corresponding benefit. Furthermore, unauthorized use is less likely to be
R K Tcp VALIDNOE)E CHECKING should b bled | which dli d noticed when no one is regularly using the account. Accounts that have been unused for more
emarks o T s Ol_" N en_a_ € t_o L than 30 days should be investigated to determine whether they should remain active. A solution
database server. Either an allowlist containing client Vnocles(IP Address/Hostna is to set INACTIVE_LACCOUNT_TIME in the profiles assigned to users to automatically lock
allowed to connect (TCP.INVITED_NODES) or a blocklist of nodes that are not a accounts that have not logged in to the database instance in a specified number of days. It is also
(TCP.EXCLUDED_NODES) may be specified. Configuring both lists i1s an error; ¢ recommended to audit infrequently used accounts for unauthorized activities.
node list will be used in this case.
References Oracle Database 12¢ STIG v1 r10: Rule SV-76207r2
References Oracle Database 12¢ STIG v1 r10: Rule SE—?SQSSH, SV-76005r2, SV-76305r4
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Data Safe : Compliance and Governance
Activity Auditing

Track user actions and streamline auditing with robust policy-based
reporting

Edit Policies x

» Collect audit data from databases and track

Target Name: Call_Center_Prod

sensitive operations Aucit Polces et Plicies
* Provision audit, compliance, and sac At @ 2 Gt utabe Aty
alert policies et [
» Generate audit reports e s e 22
- Interactive and customizable reports e e
- Summary and detailed reports e e —
 Enable/Disable Weekly Auto Purge from target e N T T rE——
database. Default : Disable e
 Audit Data Retention e
- Number of months for online and archive rrovson. | Gance
» Option to continue /stop collect audit data after

the free number of audit records is reached.

27  Copyright © 2021, Oracle and/or its affiliates. All rights reserved.




Data Safe : Compliance and Governance
Data Discovery

Prioritize security efforts by revealing the location, type, and amount of sensitive data within
the database

* Discovers and classifies 120+ sensitive

data types
- Name, address, SSN, salary, medical health, 16.6K 12
payment card information and many more Sensitive Values | Sensitive Types
» Supports user-defined sensitive data types 4 17
¢ Supports incremental discovery Sensitive Tables Sensitive
« Reports amount and type of sensitive data columns

28 Copyright © 2021, Oracle and/or its affiliates. All rights reserved.
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Data Safe : Data Security, Compliance and Governance
Data Masking

Minimize risk by replacing sensitive data with realistic yet obscured data for use in
development, test, and partner environments

« Mask data identified as sensitive Sensiive Colurns e —
. - 4 Financial Information

* 45+ pre-defined masking formats R

» Masking transformations + CredtDesit Caa Numter +

° MaSk]ng re po r‘ts PROD_CC.CCA_CARDINFO.ACCT_MUMBER Generic Credit Card Number .

4 Personally Identifiable Information o |

» Personal Categonzation Data User Defined Function -
4 Birth Details Regular Expression

American Express Credit Card Mumber
» DCate of Bith <+ Discowver Card Credit Card Number
MasterCard Credit Card Mumber
¥ Mational Identification Mumber ) .
isa Credit Card Number
¥ Information Technology Cata Generic Credit Card Number =

29  Copyright © 2021, Oracle and/or its affiliates. All rights reserved.




2R F 2 Industry Hardened FuII-Stack Securif'l\z} » Exadata
ERIERE S

Exadata Database Machine E o Oracle Database Maximum
Security Security Architecture
* Industry policing: Banks, E |dentity Management
Government, Retail, Telcos Transparent Data Encryption
Advanced Intrusion Detection | = Network Encryption
Environment (AIDE) i - Database Vault
Regular security scans | Audit Vault
FIPS 140-2 certification | - Key Vault
PCI-DSS compliance H X Database Firewall
Data and network encryption | -i;‘— | Virtual Private Database
Linux minimal distribution i : = Label Security
Secure erase Data Redaction
System lockdown Data Masking & Subsetting
Live kernel patching

vivavxa
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Recovery is Everything, 18 /72 s

RECOVERY
Gl

loading...




Recovery Appliance Cyber Security Architecture

Solution Blueprint for Protecting and Recovering from Ransomware Attacks

Cloud
Storage
(OCI/ZFS)

Databases

(0

> il

Oracle Databases
1Ng-21c
Any Platform

Real-Time
Data Protection

B E iR Bt
IR {RBEWIE

Real-Time
BN E R ERE

ZE R fE R IR B

ZIRZEDE

KHesEsED

RFABREZIMER

a
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Recovery
Appliance
Cyber Vault

Archive to
Tape/WORM

Monitoring

Enterprise Manager

& Audit Reporting



Oracle Layered Ransomware Defense & Protection

Attack Vectors : 'Il?ﬁt? at;cless:] . _ ; y
Credential harvesting/stealing, A EFLIOEEL, CRUELI, EITe ]

phishing emails, fake SW access privileged credentials
upgrade alerts

i -
Initial Attack: Hacker ‘
>

team starts malicious
activity setting up their <
command & control

center N\
4 \
~r / Data & Storage attack:
I Manipulate and publish data for
\ extortion purposes
\ /
Backup Access: '
\ Ransomware attempts lateral
N\ movements into connected
N ~ systems, including backups J
~
AN
Ransomware Payment @ o E
~ -
~ A Summ - -_— .
=~ o ] —
e
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Oracle Layered Ransomware Defense & Protection

Attack Vectors : 'Il?ﬁt? at;cless:] . _ ; y
Credential harvesting/stealing, A EFLIOEEL, CRUELI, EITe ]

phishing emails, fake SW access privileged credentials
upgrade alerts

i -
Initial Attack: Hacker ‘
>

team starts malicious

activity setting up their .
command & control N
center

4

- o / Data & Storage attack:
Manipulate and publish data for
i ( extortion purposes
\ Backup Access: ’
\ Ransomware attempts lateral y
N\ movements into connected

N systems, including backups

N
Ransomware Payment @
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Exadata + Recovery Appliance: ZEmn
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Most backup/recovery possible
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» Use system resources for transacting business, not running
backups

Provides recoverability

» Never worry again about recoverability of backups
(compliance/audit reports)

* Real-Time view to recoverability status (mitigate risk, peace of
mind) q i e

Protection from ransomware -FE =
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Q&A
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